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3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 

EXAMINER'S AMENDMENT 

1. An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 
CFR 1.312. To ensure consideration of such an amendment, it MUST be submitted no 
later than the payment of the issue fee. 

2. Authorization for this examiner's amendment was given in a telephone interview with 
John A. Merecki (Reg. No.: 35, 812) on June 18, 2007. 

The application has been amended as follows: 

In claim 1 , line 1 : replace "the encryption" with -encryption--. 

In claim 15, line 1: replace "the encryption" with -encryption--. 



Reason for allowance 

3. After reconsideration of the applicant's remark filed on August June 11, 2007, further 
search and through examination of the present application, claims 1, 3, 6, 8, 9, 1 1, 12, 15, a»d 16 and '° 
are found to be in condition for allowance over prior arts of record. 
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4. The following is an examiner's statement of reasons for allowance: 

The prior art used for rejection include Jobst et al. (US Pat. No.: 6,707,915) which 
disclose a method for transferring data from a providing communication terminal to a requesting 
communication terminal. The requesting terminal transfers a message to the providing terminal 
requesting for receiving the data and a first unique identification code identifying the requesting 
terminal. The providing terminal verifies the validity of the first unique Identification code. 
When the verification has been ended successfully, the providing terminal responds by 
transferring a message to the requesting terminal including the requested data packet and a 
second unique identification code. Then the requesting communication terminal verifies the 
validity of the second unique identification code and stores the data packet accordingly when the 
verification has been success. 

The second prior art Koukoulidis et al. (US Pub. No.: 2003/0123669) disclose a system 
for establishing a secure conduit for SMS communication between a center and a wireless 
terminal. The center encrypts an authorization key in response to a wireless terminal's SMS 
message containing a public key and a request for the authorization key and sends to the wireless 
terminal an SMS message containing the encrypted authorization key. The center decrypts 
another SMS message received from the wireless terminal which contains an authentication code 
and a request for a traffic key, authenticates the SMS message, encrypts the traffic key, and 
sends to the wireless terminal another SMS message containing the traffic key. 

The third prior art Stephenson et al. (US Pat. No.: 6, 119, 000) includes a mobile radio 
network, an operative identity code is passed by a mobile station to the fixed network part at the 
start of each communication transaction which will either be the unique identity code (IMSI) 
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assigned to the mobile-station user or, a temporary substitute identity code (TMSI) allocated by 
the fixed network part with a view to obscuring the identity of the user to anyone monitoring the 
network radio traffic. To enable the current temporary identity code (TMSI) of a user to be 
readily tracked without burdening the network infrastructure, a monitoring arrangement is 
provided which monitors network signaling messages to link the different messages associated 
with a particular user mobile station that separately give the current operative identity code and 
assign a successor operative identity code to that user. 

The claimed invention is directed to method and system of SMS messages security 
configuration through the use of encryption using only International Mobile Equipment Identity 
(IMEI) as a key and setting an encryption identifier in an Information Element (IE) group of the 
User Data Header (UDH) of the Short message Service (SMS). A text messaging system sends 
SMS messages to a remotely managed wireless terminal equipment to generate an encrypted bit 
string based on the IMEI shared key and to signal use of the security mechanism available in 
Information Element fields of the User Data of the SMS message. The receiving wireless 
terminal equipment is configured to process the encrypted configuration SMS messages using 
the IMEI as a key. 

Therefore, the prior arts in record, either alone or in combination does not teach the use 
of encryption using only International Mobile Equipment Identity (IMEI) as a key and setting an 
encryption identifier in an Information Element (IE) group of the User Data Header (UDH) of 
the Short message Service (SMS). 
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Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 
fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 
Allowance." 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

See the notice of reference cited in form PTO-892 for additional prior art. 



Contact Information 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is WM^^^^M^- The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
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applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



June 18, 2007 
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Techane Gergiso 
Patent Examiner 
Art Unit 2137 
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